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Executive Summary
This guidance sets out the statutory obligations and responsibilities of the CCG in relation to
the information rights of data subjects (patients, staff and public) under the General Data
Protection Regulation (GDPR) and the Data Protection Act 2018. Providing policy
requirements indicating how these rights will be managed by the CCG
It sets out the framework and procedure for dealing with requests from data subjects for
access to the information that we hold about them.
A request for information can come to any service within the CCG; it is therefore essential that
upon receipt all staff know how to manage these requests.
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1

Introduction
The General Data Protection Regulation (GDPR) provides rights for individuals to be
better informed about how their personal data is used. The GDPR gives individuals
enhanced rights relating to how the CCG, as the Data Controller, may handle their
personal data.
The GDPR sets out the principles which must be followed by those who process
personal data and it gives rights to the individuals whose data is being used. A
summary of the principles relating to the processing of personal data are:
•
•
•
•
•
•

Principle 1 – Data must be processed lawfully, fairly and in a
transparent manner (lawfulness, fairness and transparency)
Principle 2 – Collected for specified, explicit and legitimate purposes
and further processed in a manner that is incompatible with those
purposes (purpose limitation)
Principle 3 – Adequate, relevant and limited to what is necessary in
relation to the purposes for which they are processed (data
minimisation)
Principle 4 – Accurate and where necessary, kept up to date
(accuracy)
Principle 5 - kept in a form which permits identification of data subjects
for longer than is necessary for the purposes for which the personal
data re processed (storage limitation)
Principle 6 - processed in manner that ensures appropriate security of
the personal data, including protection against unauthorised or unlawful
processing and against accidental loss, destruction or damage, using
appropriate technical or organisational measures (integrity and
confidentiality)

The CCG is responsible for demonstrating compliance with the above principles
(accountability); there will be full audit trail of extended Individual Rights cases dealt
with by the CCG.
2

Individual Rights
The GDPR creates some new rights for individuals and strengthens some of the rights
which existed under the previous Data Protection Act 1998. The full rights are as
follows:
The right to be informed
The right of access
The right to rectification
The right of erasure
The right to restrict processing
The right to data portability
The right to object
Rights in relation to automated decision making and profiling
The lawful basis for processing personal data can affect which rights are available to
individuals. Please see the table below for further information (all other extended rights
apply irrespective of the basis for processing):
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Condition being
used to process
the Data
Consent
Contract
Legal obligation
Vital interests
Public task
Legitimate
interests (please

Right to Erasure

X

Right to Data
Portability

X
X
X
X

X

Right to Object

X (but right to
withdraw
consent)
X
X
X

note that as a public
body this condition is
unlikely to be used but
documented here for
completeness
purposes)

Full details of individual rights can be found in the CCG’s privacy notice, which are
displayed on the CCG Website
The CCG has a legal obligation to respond to any requests received. All requests
received should be directed to the Information Governance Department.
A summary of these rights and the CCG’s approach to compliance is provided below:

2.1

All Information Rights
The following bullet points are applicable to all information rights:


All requests regarding individual’s information rights must be directed to
the Information Governance team, who will maintain a record of such
requests, detailing the date of receipt, type of request, response and the
response time. Any breaches will immediately be reported to the Senior
Information Risk Owner (SIRO).



The CCG has one month to respond to all information rights requests.
Depending on the scale of the request, this may be extended by a further
two months; however the individual should be made aware of any delay
within the first 30 days of the request.



Normally there will be no charge for handling these requests, however we
are able to charge in exceptional circumstances:
I.
II.
III.
IV.

Where the request is manifestly (clearly) unfounded or
excessive;
To take into account the cost of taking action / responding
Additional copies of the same information are requested
Requests under the Access to Health Records Act (deceased
patients)
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2.2



Before any requests are acted upon, sufficient information to confirm the
individual’s identity must be received.



All individuals have the right to lodge a complaint if they are unhappy with
how we use their data. Details relating to this are available in our Privacy
Notice. In addition our privacy notice advises individuals of their right to
escalate their complaint to the Information Commissioner if they remain
dissatisfied with our response.

The right to be informed
The right to be informed relates to the CCG’s obligation to provide a Privacy
Notice that explains, as a minimum:
• Why we are using the data
• What type of data we are using
• How long we will keep the data for
• Who we may share the data with
The CCG’s privacy notice is available on the CCG website and is also available in an
easy read format.

2.3

The right of access
2.3.1. The right of access allows individuals to access information about the Personal
Data the CCG holds about them. The purpose of this right is to allow individuals
to access their personal data so that they are aware of, and can verify the
lawfulness of the processing and understand how and why the CCG is using their
data.
2.3.2. From the date of receiving the request, either verbally or in writing, the CCG has
one month (28 calendar days) to provide the requested information.
This timeframe may be extended by an additional two months where the
request is complex or numerous. If this is the case the individual must
be informed of this within the initial one month compliance period, with
an explanation as to why it is necessary and the likely response date.
2.3.3. The CCG must provide a copy of the information requested free of
charge, however a reasonable fee may be charged where the request is
manifestly unfounded or excessive, or it relates to duplicate copies of
information already provided. Further details for Subject Access
Requests can be found in the CCG’s Subject Access Request, Access to
Health Records procedure and in Section 3 of this policy.

2.4

The right to rectification
2.4.1. Individuals are able to challenge the accuracy of their personal data that
is held by the CCG and ask for it to be corrected (rectified) if it is
inaccurate or incomplete.
2.4.2. Reasonable steps should be taken to investigate whether the data held is
inaccurate. Confirmation should be sent to the individual confirming that
the data has been corrected or informing the individual that the data has
not been corrected, providing the reason why.
6

2.4.3 If the data has been shared with a third party, the third party should be
informed of any inaccuracies and asked to amend their data.
2.5

The right of erasure
The right to erasure is also known as the right to be forgotten. This is not an
absolute right and only applies when the CCG no longer needs the information, if
the CCG is holding the information beyond its retention period, or if the individual
initially consented to the processing of the information and withdraws consent. In
either of these cases, on receipt of the request the CCG must destroy the
information requested by the individual.
Generally the CCG will be processing information under the legal condition of
‘performance of a task carried out in the public interest or in the exercise of
official authority vested in the controller’. Where this is the case, the right to
erasure is not applicable.

2.6

The right to restrict processing
2.6.1. Individuals are entitled to stop or prevent the processing of their personal
data if they are concerned about the accuracy of the data or how it is
being used. This right has close links with the right to rectification and the
right to object.
2.6.2. If a request to restrict processing is received, pending investigation of the
request, the data must immediately be made unavailable to users, if the
data has been shared with third parties, they must be notified of the
restriction. The data should not be used unless:





The individual provides their consent
It is needed for a legal claim
Its use is to protect another person’s rights
Its use is for reasons of important public interest.

2.6.3 The restriction of processing in many cases is only temporary, specifically
when the restriction is on the grounds that:


The individual has disputed the accuracy of the personal
data and you are investigating this; or
 The individual has objected to you processing their data
on the basis that it is necessary for the performance of a
task carried out in the public interest or the purposes of
your legitimate interests, and you are considering
whether your legitimate grounds override those of the
individual.
Once the CCG has made a decision on the accuracy of the data, or
whether your legitimate grounds override those of the individual, you may
decide to lift the restriction. You must inform the individual before you lift
the restriction.
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2.6.4 If an exemption applies, the CCG can refuse to comply with a request for
restriction (wholly or partly). The CCG can also refuse to comply with a
request if it is:
 Manifestly unfounded; or
 Excessive.
2.7

The right to data portability
The right to data portability allows an individual to obtain and reuse their personal
data for their own purposes across different services. It allows them to move
copy or transfer their personal data easily from one IT environment to another.
This right is only applicable if the data is held electronically and the individual has
provided the data to the CCG.

2.8

The right to object
In certain circumstances, individuals have the right to object to the processing of
their personal data. An objection can only be raised if the CCG is using the data
for:





A task carried out in the public interest
Legitimate interests
Scientific/historical research/statistics
Direct marketing

The individual can make the request either verbally or in writing and should
inform us why they feel the CCG should stop processing their data. Unless the
CCG can demonstrate compelling legitimate grounds for the processing (which
override the interests, rights and freedoms of the individual) or the processing is
for the establishment, exercise or defence of a legal claim, processing for the
purpose that has been objected must stop. We may still be able to legitimately
continue using the data for other purposes.
2.9 Rights in relation to automated decision making and profiling
The CCG does not use automated decision making tools, however this right
would apply where potentially damaging decisions are made with no human
involvement.
In the event that the CCG does utilise such tools, this Policy will be updated to
reflect the changes.
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Subject Access Requests (SAR)
3.1 Rights of Access to Personal Data
Individuals have the right, under the GDPR and DPA to request access to, or
have a copy of information an organisation holds about them. This information
may be held on computer, in a manual paper system, video, digital image,
photograph, x-rays, email, text message or by any other new or existing medium
or media. This is called a Subject Access Request (SAR).
Anyone making such a request should be given a description of:
8










3.2

The data (categories) being processed
Details of the data controller, including contact details
Contact details of the Data Protection Officer
Purposes of the data processing, applicable legal basis and whether there is
a statutory or contractual requirement to process data
Other organisations that data may be shared with
Whether there is any data processing taking place outside of the EEA
The retention period for the data categories
Individual rights to rectification, erasure, withdraw consent/object/opt out,
data portability, ability to take complaints to the ICO

Personal Data held by a Clinical Commissioning Group (CCG)
Personal data is information that relates to an individual who can be identified
either directly or indirectly and includes any expression of opinion about the
individual and any indication of the intentions of the information holder or any
other person in respect of the individual.
Personal Data
Personal data is defined under GDPR Article 4(1) as:
“any information relating to an identified or identifiable natural person
(‘data subject’); an identifiable natural person is one who can be identified,
directly or indirectly, in particular by reference to an identifier such as a
name, an identification number, location data, an online identifier or to one
or more factors specific to the physical, physiological, genetic, mental,
economic, cultural or social identity of that natural person;”
The GDPR and DPA applies only to living persons but there are limited rights of
access to personal data of deceased persons under the Access to Health
Records Act 1990 and Section X of this policy.
NHS Leeds CCG does not hold individual medical records except with consent
as part of processes such as Safeguarding, Continuing Care, Individual Funding
Requests and Complaints or where there is a specific legal basis for doing so.
The CCG does hold personal data relating to employees and contractors.

3.3 Processing Subject Access Requests
The responsibility for oversight of a SAR rests with the Information Governance
Team with assistance from relevant members of staff.
This guidance is for CCGs only. GPs have their own statutory responsibilities (as
contracted Providers to the NHS) to process Subject Access Requests. Requests
for Subject Access should always be directed to the relevant data controller of
the information.
3.3.1 Requests for access to personal data can be verbal, written or in an
electronic format.
3.3.2 The CCG has provided a form for applicants (Appendix A) to use
which ensures all the relevant information is collected and recorded to
9

assist the applicant and the CCG but there is no requirement in law to
use a specific form
3.3.3 There is no obligation for an individual to explain why they wish to
access their own personal data
3.3.4 Proof of identity will be required for Subject Access Requests
(Appendix A, Section 5)
3.3.5 Requests should generally be processed free of charge. For “manifestly
unfounded or excessive” requests only, the CCG may either charge a reasonable
fee based on actual costs or may refuse to act on the request.
The subject access requirements are for the individual to receive a copy of their
personal data either electronically (email or direct/remote access to those systems
holding their data) or in a paper format for collection or delivery via Royal Mail recorded
delivery.
4

Access Requests for Minors
4.1
A child may make a Subject Access Request in relation to their own personal
data as from the age of 13 if they are considered competent enough to do so.
4.2
Those with parental responsibility for a child under 13 years may make an
access request on their behalf but the information holder must consider whether
it is in the best interests of the child to disclose information held.
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Access Requests for those who lack capacity to consent
In certain circumstances a person acting as an advocate can seek access to personal
information in so far as it is necessary or relevant to their role. This includes:
 Persons appointed by the Court of Protection
 Persons holding a registered Power of Attorney for specified purposes
 Persons appointed as Independent Mental Health Advocates under the
Mental Capacity Act 2005 (this is not the same as independent Mental
Capacity Advocates(IMCA))
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Third Party Requests for Access to Personal Data
There are a number of organisations who, under data protection legislation, have the right
to request information from NHS organisations. These include but are not limited to:





Requests from the police in respect with law enforcement and crime
prevention. These requests should be dealt with on an individual basis
which balances the public interest against the confidentiality rights of the
subject. There is a standard form (Appendix B that should be completed
by the police for any such requests). The request should be authorised
by an appropriately senior enforcement officer (an Inspector of Police or
equivalent rank in other services) and should be accompanied by
sufficient information to enable an informed decision to be made by the
Caldicott Guardian (patient data) or SIRO.
The Coroner may request access to medical or staff records and is
deemed to be acting in the public interest.
Health & Safety Executive may have rights of access in relation to
enquiries / investigations being conducted
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Care Quality Commission and Health Services Ombudsman may have
rights of access in relation to enquiries / investigations being conducted
Information may be shared with Local and National Counter Fraud
Specialists in relation to actual or suspected fraud in the NHS.



These requests will need to be approved by the Caldicott Guardian or the SIRO.
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Timescales
The CCG undertakes to endeavour to respond to any Subject Access or Access
to Health Records request within 21 days. Under the General Data Protection
Regulation (GDPR) there is a requirement to respond within one calendar
month of receipt of any request. If it is anticipated that it will take longer than
one month to provide a response, where requests are complex or numerous,
the applicant will be informed and given an explanation for the delay within the
one calendar month.
The timeline commences when the CCG has received a request from an
individual and the CCG will need to ensure that ALL of the following are
collected as early as possible to meet the required deadline:
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Valid Identification
Payment of a fee if request deemed “manifestly unfounded or
excessive”

Requests under Access to Health Records Act 1990
The common Law Duty of Confidentiality extends beyond death. Certain individuals
have limited rights of access to deceased records under the Access to Health Records
Act; Individuals who may make an Access to Health Records request are:



Personal / Legal representative (the executor or administrator of the
deceased person’s estate)
Any person who may have a claim arising out of the patient’s death.

A Next of Kin has no automatic right of access but professional codes of practice allow
for a clinician to share information where concerns have been raised.
Disclosure in certain cases may be likely to be what the deceased person would have
wanted, and may also be in the interests of justice, and consideration should be given
as to whether such a request would be better directed to PCSE. The Department of
Health States:
“Disclosures in the absence of a statutory basis should be in the public interest,
be proportionate, and judged on a case-by-case basis. The public good that
would be served by disclosure must outweigh both the obligation of
confidentiality owed to the deceased individual, any other individuals referenced
in a record, and the overall importance placed in the health service providing a
confidential service.”
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8.1

Disclosure of Information
Before any disclosure of information, due consideration should be given to:


whether disclosing information is likely to cause distress to, or be of benefit to, the
patient’s partner or family



whether the disclosure will also disclose information about the patient’s family or
anyone else



whether the information is already public knowledge or can be anonymised or deidentified



the purpose of the disclosure (if known, or volunteered)



whether the patient had objected (or “opted-out”) of uses of their confidential
information whilst alive, such as their National Data Opt Out status or as any
historical Type 1 or Type 2 opt-out

Guidance should be sought from the Caldicott Guardian in relation to requests
for deceased records.
The requester will be advised of any fees as soon as possible after the request is
received and this will be payable before the request is further processed.
8.2

Personal Representative
Where the patient has died, the patient’s personal representative may make an
application. Personal representatives do not need to provide a reason for seeking
access to the record, although the record-holder must be able to establish that the
requestor is indeed the personal representative.
In order to maintain patient confidentiality as far as possible, the BMA advises that when
personal representatives request access it is appropriate to enquire why access is
required and whether the request can be satisfied by providing access only to
information which is relevant for the purpose. Ultimately, if the personal representative
chooses not to provide a reason for access and insists on access to the full record
doctors must comply with these requests to comply with the law.
Personal representatives will also need to provide evidence of identity.

8.3

Others having a claim under the estate of the deceased
Those who do not have the status of personal representative but have a claim arising
out of the death of the patient have a right of access only to information which is directly
relevant to the claim.
Under section 5(4) of the Access to Health Records Act, information which is not directly
relevant to a claim should not be disclosed to a person who may have a claim arising
out of the patient’s death. Such an individual can only see records on a “need to know”
basis.
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The effect of this is that those requesting a deceased person’s records should be asked
to confirm the nature of the claim which they say they may have arising out of the
person’s death. If the person requesting the records was not the deceased’s spouse or
parent (where the deceased was unmarried) and if they were not a dependant of the
deceased, it is unlikely that they will have a claim arising out of the death.
It is important to recognise that a power of attorney expires with the deceased. It is the
executor that has control of the affairs of the deceased and a former power of attorney
in the patient’s life does not automatically have a valid claim.

Record holders must satisfy themselves as to the identity of applicants who should
provide as much information to identify themselves as possible. Where an application is
being made on the basis of a claim arising from the deceased’s death, applicants must
provide evidence to support their claim.
The decision as to whether a claim actually exists lies with the record holder. In cases
where it is not clear whether a claim arises the record holder should seek legal advice.
Whether to a personal representative or to someone with a claim, access should not be given
if:


the appropriate health professional is of the view that this information is likely to cause
serious harm to the physical or mental health of any individual1



the records contain information relating to or provided by an individual (other than the
patient or a health professional) who could be identified from that information (unless that
individual has consented or can be anonymised)2



the record contains a note made at the request of the patient before his/her death that
he/she did not wish access to be given on application. (If while still alive, the patient asks
for information about his/her right to restrict access after death, this should be provided
together with an opportunity to express this wish in the notes.3



the holder is of the opinion that the deceased person gave information or underwent
investigations with the expectation that the information would not be disclosed to the
applicant4
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Data Breaches
NHS Leeds CCG has an obligation to inform any/all individuals where there is a data
breach involving their personal data that is likely to result in a high risk to their rights and
freedoms. The notification will include:


the contact details of the Data Protection Officer;

1

AHRA s5(1)(a)(i)
AHRA s5(1)(a)(ii)
AHRA s4
4
AHRA s5(3)
2
3
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Associated Documentation
This Policy should be read in conjunction with the organisation’s other information
governance policies and procedures including:
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a description of the likely consequences of the personal data breach;
and
a description of the measures taken, or proposed to be taken, to deal
with the personal data breach and including, where appropriate, of the
measures taken to mitigate any possible adverse effects.

Information Governance Policy and Management Framework
Records Management Policy
Confidentiality and Data Protection Policy
Information Security Policy
Disciplinary Policy and Procedure
Anti-Fraud and Bribery Policy
Whistleblowing Policy
SOP Subject Access Request

References
General Data Protection Act
The Data Protection Act (2018)
Access to Health Records Act (1990)
Common Law duty of Confidentiality
Information Commissioner Office Right of Access Guidance
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Appendix A: Request to Access Personal Records
PRIVATE AND CONFIDENTIAL

SAR1

Subject Access Request
General Data Protection Regulation (EU) 2016/679 and Data Protection Act
2018

The form should be filled out in block capitals or in type.
Please note for health records requests: NHS Leeds CCG is a commissioning organisation
and not a healthcare provider. Health records will be held by the healthcare providers who you
would need to contact directly to request records (contact details are shown in section 6 of this
application form for Leeds providers.
Section 1: Details of person whose records are being requested
Surname:
Former Surname:
First names:
Date of Birth:
NHS Number:
Current Address:

Former Address :
(if applicable)

Contact No:
Email address:

Section 2: Applicant details (if making a request on behalf of the person above)
Name:
Address:
Contact No:
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Email address:
Relationship to
person in section
1:

Section 3: Further Information
Please try and tell us what specific information you wish to see and provide as many details as
possible so that we can identify your records as quickly as possible e.g. dates, department,
location

Section 4: Consent
Please tick one of following boxes and sign below:
I confirm I am the person mentioned in section 1 and I require access to my
personal records.
I confirm I am the person mentioned in section 1 and I authorise the release of
copies of my personal records (described in section 3) to the person mentioned in
section 2.
I confirm that I am the person mentioned in section 2 and I have parental
responsibility for the child in section 1.
I confirm I am the person mentioned in section 2 and have been authorised to an
act as an agent/power of attorney for the patient in section 1.

16

☐
☐
☐
☐

Name:

PLEASE WRITE NAME IN CAPITALS

Signature:
Date:

Section 5: Evidence
Evidence of the patients and/or the patient’s representative identity will be required; You must
provide one primary and one secondary form of identification. Together these must clearly
show your name, current postal address, date of birth and signature
Type of applicant
An individual applying for their own
records.

Someone applying on behalf of an
individual.

Type of documentation required
Primary
Secondary
Current passport
Current year council tax
Driving licence
bill
Birth certificate
Utility bill dated within
the last three months
Or any other bill dated
within three months,
addressed to you
One primary and one secondary form of
identification for both the individual and the
authorised person

Person with parental responsibility
applying on behalf of their child.

Copy of birth certificate, adoption certificate,
correspondence e.g. child benefit letter (dated
within the last three months) addressed to the
person with parental responsibility relating to the
patient.

Power of attorney/agent applying
on behalf of an individual.

Copy of court order authorising power of
attorney/agent plus proof of the patient’s identity
(examples above).

Please return the form to the:
Information Governance Team
NHS Leeds Clinical Commissioning Group
Suites 2-4 WIRA House
West Park Ring Road
Leeds
LS16 6EB
Telephone: 0113 8431743
Email: Leedsccg.dpo@nhs.net
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Please note:


A completed form will contain confidential information, therefore where sending by letter to provide more security during the transit of a letter it is advisable that the form is sent in
an envelope marked “PRIVATE AND CONFIDENTIAL”.



If you are intending to send the form via email, the transit of the email (if sending from a
home email address or company email) will be in most cases be not be secure and
therefore the security of the information cannot be assured.

Section 6: Contact details for Health Records (Health providers)
Please note: this application form is for requests to NHS Leeds CCG only. The NHS
organisations below all have their own application process.
Community healthcare services (Leeds Community Healthcare NHS Trust)
The records that Leeds Community Healthcare NHS Trust holds are community based
records such as Health Visiting and District nursing records. They also hold records for
specialist community clinics such as speech and language, audiology, Podiatry etc. which
can be run from locations such as health centres. Their contact details are:
Information Governance Manager
Leeds Community Healthcare NHS Trust
First Floor, Stockdale House
Headingley Office Park
Victoria Road
LEEDS
LS6 1PF
Website: http://www.leedscommunityhealthcare.nhs.uk/how-do-i/
Acute/secondary/hospital care (Leeds Teaching Hospitals NHS Trust)
Records held by Acute Trusts (secondary care provider) include outpatient attendances;
inpatient stays, day care, Accident and Emergency attendance all which usually take place at
the hospital. Requests for these types of records should be made to the acute Trust itself. The
Leeds Teaching Hospitals NHS Trust includes Leeds General Infirmary, St James’s University
Hospital, Seacroft, Wharfedale and Chapel Allerton Hospital sites. The contact details are:
Access to Health Records
2nd Floor
Ashley Wing
St James’s University Hospital
Beckett Street
LEEDS
LS9 7TF
Website: http://www.leedsth.nhs.uk/about-us/freedom-of-information/
Primary care (GP records)
Records from visits to the GP or practice nurse will be held by the practice itself. Requests for
these types of records should be made direct to the practice.
NHS Choices website
Mental Health (Leeds and York Partnership NHS Foundation Trust)
18

The mental health trust provides specialist mental health and learning disability services, their
contact details are:
Leeds and York Partnership NHS Partnership NHS Trust
2150 Century Way
Thorpe Park
LEEDS
LS15 8ZB
Website: https://www.leedsandyorkpft.nhs.uk/contact-us/
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Appendix B: Request for disclosure of Information (Police)
OFFICIAL SENSITIVE (WHEN COMPLETE)

Request for Disclosure of Information

West Yorkshire Police (WYP) request access to the specified information for the purpose outlined
below. This request is made for the purpose(s) specified below, under one or more of the following
legal powers:





DPA Schedule 2 Part (2); Schedule 8 Parts (1), (2), (3), (6), (7) & (8); Section 8 (a) & (c)
The Police Act 1996, MOPI 2005
Crime and Disorder Act 1998
Coroners and Justice Act 2009 Part 3

1. Information held by:
Name
Position
Organisation
Email address
Postal address
2. This request is necessary of the purpose of:
The prevention, investigation, detection or prosecution of criminal offences
The execution of criminal penalties
Safeguarding against and the prevention of threats to public security
Other – please state other purpose below:

☐
☐
☐
☐

The data subject is deceased and information is required for a valid policing purpose
To determine questions of fitness to be interviewed, Men’s Rea etc.
(See guidance for healthcare requests below - it is unlikely that information supporting
these purposes is routinely collected during treatment; however the current clinician may
be able to support this need via an appropriate report).
3. Data subjects details:
Name
Alias
Date of Birth
Date of Death (if applicable)
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☐
☐

OFFICIAL SENSITIVE (WHEN COMPLETE)

4. Police investigation details:
Offence Reference
Date of Offence
Details of Offence
Address (including previous address
if relevant)
5. Information required:
State brief summary of the
criminal
investigation
or
proceedings to which this request
relates (e.g. crime type).
Indicate in general terms (e.g.
Suspect, Victim, Witness) how the
individual named is linked to the
investigation.
Only provide the minimum
information - be careful not to
disclose any third party personal
data or information that would be
excessive.
Information required, e.g. medical
records, social care records,
statements etc. (if known)
Date or dates between if specific
date is not known
The information sought is needed
to:
Insert brief details to show that the
requested information:
 cannot be obtained by other
means or from other
sources
 will be of substantial value
to the investigation
6. Informing the Individual of the request:
Please indicate whether telling the individual would harm the investigation
Telling the individual about this request will harm the police investigation
Choose
an item.

If YES – Go directly to 8.
IF NO – Go to 7 – the police must tell the individual about this request and provide them
with the privacy information referenced.
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7. Privacy Information
Only complete this section with the individual if you are informing them of the request
Data Subject’s Acknowledgement
I confirm that I have been advised that my personal data will be processed for the
purpose(s) as set out above and that I can obtain more information about my data rights
at:
Choose
https://www.westyorkshire.police.uk/advice/our-services/your-data/privacyan item.
information-notice/privacy-information-notice
I understand that the information provided will be held confidentially and used solely for
the purpose(s) outlined above, unless otherwise required or permissible by law.
Print name:
Signature:
Capacity*
Please state your capacity for
requests
involving
vulnerable
adults and children under the age
of 13 years
(e.g. Parent, Guardian, Appropriate
Adult or Other Representative)
Date:
Address:
Date of Birth*
*DPA / GDPR indicate that a parent / guardian may act on behalf of a child under 13, whereas
consideration of the capacity of the child to consent in their own right is appropriate for older
children.
8. Requested by:
Officer in the Case:
[rank – number - name]
Authorising Officer: only needed if
[rank – number - name]
you are not telling the individual
about the request
Requesting Officer:
[rank – number - name]
Contact details: Station, Address,
Email, Telephone
Request Date:
I confirm that the information requested is needed for the purposes indicated above and a failure
to provide that information would harm the police investigation
Notes:


It is mutually agreed between the police and those to whom the request is addressed that no
charges will be made in respect of this request.
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WYP confirm that the information requested is for the purpose stated above and any failure to
provide it will, in the view of the Requesting Officer, be likely to prejudice the police
investigation.
WYP confirm that the information will be held confidentially and used solely for the purpose(s)
outlined above, unless otherwise required or permissible by law.
WYP will securely dispose of the information when no longer required.
In the case of ORIGINAL records, WYP will return the records when no longer required.
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Guidance for Police

This form replaces DP7 and DP9. It is used by the police to make formal requests to other
organisations for personal data where the information is needed for a policing purpose. It
places no compulsion on the recipient to disclose the information, but should provide the
necessary assurance that a disclosure for these purposes is appropriate and in compliance
with the Data Protection Act 2018 or other legislation or legal powers. The information
provided on the form should provide the recipient with sufficient information to allow
them to locate the information sought.

NOT telling the individual about the request (previously form DP7)
If the police investigation would be harmed by telling the individual about the request then
you do not need to tell them.
The request must however be countersigned by an Inspector or police staff equivalent or
above, and both you and the Authorising Officer must sign the form at Section 8.
Telling the individual about the request (previously form DP9)
If NO harm would occur to your police investigation then you MUST inform the individual
(or their representative if vulnerable or under 13 years) of the request and refer them to
the West Yorkshire Police Privacy Information Notice at:
https://www.westyorkshire.police.uk/advice/our-services/your-data/privacyinformation-notice/privacy-information-notice
The individual (or their representative) must then sign the form at Section 7.
The request must then be signed by the requesting officer at Section 8 – there is no need
for a counter-signature.
Officers must:




Retain a copy of the completed form and attach it to the source system e.g. NICHE
Send a completed copy to the relevant external organization

Further guidance on the use of this form may be obtained from the force Data Protection
Officer.
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Guidance Relating to Health Records

Uninformed Disclosure – where you cannot tell the data subject about the request
because this would compromise the police investigation: These disclosures are common
when the subject is the alleged perpetrator of crime, although also for use when the subject
is a victim or witness but not co-operative, or lacks capacity. Requests for healthcare
information / medical records will be reviewed and authorised by an appropriate senior
officer within healthcare organisations, usually in the role of Data Protection Officer and / or
Caldicott Guardian. So as not to prejudice the enquiry, the subject will not be informed of
the request for disclosure. Although the DPA does not define “serious crime”, the GMC
definition will generally be considered.
Informed Disclosure – where you can inform the data subject about the request: The
typical approach when the subject is co-operating with the police – e.g. a witness or victim
of alleged crime. Informed disclosures are processed on the basis that the police have
provided the relevant privacy information to the subject.
Access to Deceased Records: The Data Protection Act only has jurisdiction over information
relating to living individuals. Although the confidentiality of medical & other records may
continue post-mortem, their disclosure for policing or other official purposes is permissible.
Fitness to be interviewed, Men’s Rea etc.: Largely specific to Mental Health records.
Healthcare records are maintained to support treatment. Questions relating to fitness to be
interviewed, to stand trial, or criminal intent when an alleged offence was committed are
rarely recorded in healthcare records. When this is the aim, healthcare providers will
signpost the police to an appropriate clinical contact to commence a dialogue and
potentially draft an appropriate report.
Healthcare Professional: Before healthcare records are disclosed, they will be reviewed by
an appropriate healthcare professional – usually someone who is / was involved in a
professional capacity with the data subject - to consider any information which is likely to
cause harm or distress to the data subject or a 3rd party. Should such information be
identified WYP will be informed, with a view to agreeing its sensitive handling.
Original (Paper) Records: Copies of records will ordinarily be provided. Originals will be
provided where justifiable, retaining a copy to maintain the integrity & accessibility of the
records until the originals are returned. Records are increasingly wholly electronic. Hard
copy will be provided.
Information required (Section 5): This section frames the request so that both parties
understand the nature of the investigation and intent of the disclosure. Data Controller
organisations are obliged to consider the request for disclosure against the Duty of
Confidence under which records are held. The detail provided will help to balance the
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confidentiality of records with the public interest in disclosure. Be as descriptive as possible
in these areas. Although full disclosure is permissible, records are often large in volume.
Specifying the request, e.g. for specific content, date range etc. will help to reduce scope.
Requests should be confined to relevant information when this is understood and known.

